DARAMALAN COLLEGE
PRIVACY POLICY

Related Policies

Video Surveillance Policy
Mandatory Covid-19 Vaccination Policy and Procedures

Rationale

This Privacy Policy sets out how Daramalan College will manage information provided to or collected by it
as well as access to and correction of personal information. Daramalan College is bound by the Australian
Privacy Principles (APPs) contained in the Commonwealth Privacy Act 1988. In addition, Daramalan
College is bound by other legislation relating to information such as health records.

The College will review and update this policy to take account of new laws and technology, changes to
1SG  ZIIGOG € ZbGIAKZYE AYE DIADKDGE AYE 17 ensure it remains appropriate to the changing education
environment.

Policy
1. Daramalan College staff will comply with all legislated requirements in relation to the privacy of
information that is collected, held and disclosed.
2. Staff and volunteers will be advised regularly of their responsibilities in relation to privacy
requirements.

Procedures

Why types of information are collected and how?

The types of information the College collects and holds include (but are not limited to) personal

information including health and other sensitive information about:

1 SIZEGYHE AVE DAIGYHe OZAGESAYE dGTZAG, EZBVO0 AVE ATNGE #SG DZZ3EG ZT A SHZEGYF € GYAZIWGYH AHHSG
College;

I the completion of the National Assessment Program ~
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Exception in relation to employee records: Under the Privacy Act, the Australian Privacy Principles do not
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Who might the College disclose personal information to?
The College may disclose personal information, including sensitive information, held about an individual
to:

! another school;

1 government departments;

f assessment and educational authorities, including the Australian Curriculum, Assessment and
Reporting Authority (ACARA);

I medical practitioners;

I people providing services to the College, including specialist visiting teachers, counsellors and sports
coaches;

I recipients of College publications such as newsletters and magazines/yearbooks;

f parents/guardians;

f anyone parents/guardians authorise the College to disclose information to;

I anyone to whom the College is required to disclose information by law.

Providing information overseas: The College may disclose personal information about an individual to
overseas recipients, for instance, to facilitate a school exchange. However, the College will not send
personal information about an individual outside Australia without:

I obtaining the consent of the individual (in some cases this consent will be implied); or

f otherwise complying with the Australian Privacy Principles or other applicable Privacy legislation.

The College may use online or cloud service providers to store personal information and to provide
services to the school that involve the use of personal information, such as services relating to mail,
instant messaging and education and assessment applications. Some limited personal information may
also be provided to these service providers to enable them to authenticate users that access their
services. This personal information may be stored in the cloud which means it may reside on a cloud
service prol$EGT € £GA1GA 1SS WAL dG EHZAIGE ZZHEEG ZT ZeHaARA™ Y GEAWDIG ZT A BiZZE €Ga1DG
provider is Microsoft.

How does the College treat sensitive information?

1Y AGTGABRYO 47 TCYEHKIG YTZAWAKZY 156 ZiiGOG WGAYE $YTZOWAKZY dGIAKYO 42 A BGAEZY € aADsAl Zd
ethnic origin, political opinions, religion, trade union or other professional or trade association
membership, philosophical beliefs, sexual orientation or practices or criminal record, that is also personal
information; health information and biometric information about an individual.

Sensitive information will be used and disclosed only for the purpose for which it was provided or a
directly related secondary purpose, unless the individual agrees otherwise, or the use or disclosure of the
sensitive information is allowed by law.

Management and security of personal information

dSG  ZliGOG € SHATT AdG required to respect the confidentiality of personal information regarding students
and parents/guardians and the privacy of individuals, including other staff members and volunteers.

The College has in place processes to protect personal information held and to prevent misuse,
interference and loss, unauthorised access, modification or disclosure by various methods including
locked storage of paper records and password access rights to digital records.
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ANNEXURE 1

PRIVACY/DATA BREACH RISK ASSESSMENT FACTORS

| Consider who the personal information is about

Who is affected by the Are students, parents, sta
breach?
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How could the personal Consider the purposes for which the information could be used.

information be used? For example, could it be used to commit identity theft, commit
financial fraud, abuse the individual either physically or
emotionally (including to humiliate the affected individual and
social or workplace bullying)? For example, information on
SHZEGYF € domestic circumstances may be used to bully or
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How many individuals If the breach is a result of a systemic problem, there may be more
are affected by the individuals affected thaniinitia
breach?
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If the information is
protected by one or
more security measures,
what is the likelihood
that any of those
security measures could
be overcome?

For example, could an attacker have overcome network
security measures protecting personal information stor
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ANNEXURE 2
PRIVACY BREACH RESPONSE PROTOCOL

Introduction

This protocol sets out the procedure to manage the school's response to the actual or suspected misuse,
interference, loss, or unauthorised access, modification or disclosure of personal information (Privacy
Breach). It is intended to enable the school to contain, assess and respond to a Privacy Breach.
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10. If there could be media or stakeholder attention as a result of the Privacy Breach, it must be

escalated to the Response Team.

11. If appropriate, the Response Team should pre-empt media interest by developing a

communications or media response and strategy that manages public expectations.

Phase 2: Evaluate the risks associated with the Privacy Breach

1.

2.

The Response Team is to take any further steps (i.e. those not identified in Phase 1) available to
contain the Privacy Breach and mitigate harm to affected individuals.
The Response Team is to work to evaluate the risks associated with the Privacy Breach by:
a. identifying the type of personal information involved in the Privacy Breach;
identifying the date, time, duration, and location of the Privacy Breach;
establishing the extent of the Privacy Breach (number of individuals affected);
establishing who the affected, or possibly affected, individuals are;
identifying what is the risk of harm to the individual/s and the extent of the likely harm (eg
what was the nature of the personal information involved);
establishing what the likely reoccurrence of the Privacy Breach is;
g. considering whether the Privacy Breach indicates a systemic problem with practices or
procedures;
h. assessing the risk of harm to the School and other organisations including the Missionaries
of the Sacred Heart (MSC);
i. establishing the likely cause of the Privacy Breach.
The Response Team should assess priorities and risks based on what is known.
The Response Team does not need to consider a particular matter above if this will cause
significant delay in proceeding to Phase 3.
The Response Team should regularly update each other and other relevant stakeholders regarding
incident status.

® o o T

Phase 3: Consider Privacy Breach notifications

1.

Where appropriate, having regard to the seriousness of the Privacy Breach (based on the
evaluation above), the Response Team must determine whether to notify the following
stakeholders of the Privacy Breach:

a. affected individuals;

b. parents;

c. the OAIC (Office of the Australian Information Commissioner); and/or

d. other stakeholders (e.g. if information which has been modified without authorisation is

disclosed to another entity, that entity may need to be notified).

In general, if a Privacy Breach creates a real risk of serious harm to the individual, the affected
individuals (and their parents if the affected individuals are students) and the OAIC should be
notified.
The response team will facilitate ongoing discussion with the OAIC as required.
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Phase 4: Take action to prevent future Privacy Breaches

1. The Response Team must complete any steps in Phase 2 above that were not completed because
of the delay this would have caused in proceeding to Phase 3. The cause of the Privacy Breach
must be fully investigated.

2. The Principal or Delegate must enter details of the Privacy Breach and response taken into a
Privacy Breach log. The Principal must, every year, review the Privacy Breach log to identify any
reoccurring Privacy Breaches.

3. The Principal must conduct a post-breach review to assess the effectiveness of the School's
response to the Privacy Breach and the effectiveness of the Privacy Breach Response Protocol.
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ANNEXURE 3

DATA BREACH RESPONSE PLAN

Introduction

This plan sets out the procedure which will be used to manage the school's response to an actual or suspected
privacy or data breach.

Response plan

In the event of a Data Breach, the school must adhere to the four phase process set out below (as
described in the Office of the Australian Information Commissioner's (OAIC) Notifiable Data Breaches
scheme: Resources for agencies and organisations. It is important that appropriate records and any
evidence are kept of the Data Breach and the response. Legal advice should also be sought, if necessary.

Phase 1. Confirm, contain and keep records of the Data Breach and do a preliminary assessment

1. The staff member who becomes aware of the Data Breach or suspects a Data Breach has occurred
must immediately notify the Principal. The Principal will ensure immediately all available steps are
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6. If there could be media or stakeholder attention as a result of the Data Breach, it must be
escalated to the response team.

Phase 2. Assess the Data Breach and evaluate the risks associated with the Data Breach including if
serious harm is likely

1. The response team is to take any further steps (i.e. those not identified in Phase 1) available to
contain the Data Breach and mitigate or remediate harm to affected individuals.
2. The response team is to work to evaluate the risks associated with the Data Breach, including by:
a. ldentifying the type of personal information involved in the Data Breach;
b. Identifying the date, time, duration, and location of the Data Breach;
c. Establishing who could have access to the personal information;
d. Establishing the number of individuals affected; and
e. Establishing who the affected, or possibly affected, individuals are.
3. The response team must then assess whether the Data Breach is likely to cause serious harm to
any individual whose information is affected by the Data Breach, in which case it should be treated
as an EDB.
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The Principal or delegate must conduct a post-breach review to assess the effectiveness of the
epSZ71€ AGEDZYEG 12 45G AMA AGADS AVE 1SG GIICDKIGYGEE ZT1SG  AtA  dGADS ZGeDZYeG WaZtZpZi
The Principal or delegate must, if necessary, make appropriate changes to policies, procedures and
staff training practices, including updating this Data Breach Protocol.
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